WORKPLACE AI GOVERNANCE
Shadow AI policy and worker acknowledgement
Editable sample policy for Australian workplaces
	How to use this sample
Replace the highlighted prompts, delete instructions that do not apply, and have the completed document reviewed and approved by the appropriate people in your organisation.



Document details
	Field
	Organisation entry

	Organisation
	[Enter organisation name]

	Policy owner
	[Name or accountable role]

	Applies to
	[Employees, contractors, volunteers, sites and business units]

	Approved AI contact
	[Where users ask before using an AI tool]

	Version / effective date
	[Version] — [DD/MM/YYYY]

	Review date
	[DD/MM/YYYY or trigger]



1. Purpose and scope
This policy helps protect people, organisation information and work quality by requiring AI tools and uses to be reviewed before they are used for organisation work. It applies to AI accessed through organisation or personal devices, accounts or subscriptions, including AI features built into other software.
2. What shadow AI means
Shadow AI means using an AI tool, feature, account, connection or business use that has not been approved under the organisation's process. A familiar or publicly available tool is not automatically approved. Approval can be limited to a particular plan, account, setting, purpose, user group or information type.
3. Organisation-specific rules
	Field
	Organisation entry

	Approved tools / accounts
	[List or link to the current approved-tools register]

	Approved purposes
	[Describe permitted uses]

	Information that must not be entered
	[Personal, sensitive, confidential, client, employee, security or other restricted data]

	Uses requiring extra approval
	[Decisions about people, external publication, automated actions, coding, legal or safety work, etc.]

	Required records
	[Prompts, outputs, reviews, approvals or other records]

	Incident channel
	[Urgent and non-urgent reporting details]





4. Rules for workers
Workers must:
☐  check the current approved-tools list and use only the approved account, plan, settings and purpose
☐  ask the approved AI contact before trialling a new tool, plug-in, integration or materially different use
☐  complete required training and follow privacy, security, confidentiality, records and intellectual-property rules
☐  use the minimum information needed and do not enter restricted information into an unapproved service
☐  critically review outputs for accuracy, bias, harmful content, confidentiality, copyright and fitness for purpose
☐  apply meaningful human judgement and remain accountable for work submitted or decisions made
☐  make required disclosures when content or interactions are AI-assisted
☐  report mistakes, harmful outputs, data exposure, suspicious activity or unauthorised use promptly.
Workers must not:
☐  use personal accounts or devices to bypass organisation controls
☐  upload organisation, client, worker or third-party information unless the use and information type are approved
☐  connect an AI service to email, files, code, systems or automated actions without approval
☐  rely on AI as the sole basis for recruitment, performance, discipline, termination, safety or another significant decision about a person
☐  represent an unverified output as fact, professional advice, an official record or an approved organisation position
☐  use AI to deceive, impersonate, harass, discriminate, create unlawful material or evade security controls.
5. Questions, reporting and support
If unsure, stop and ask before entering information or using an output. Prompt reporting helps the organisation contain harm and learn. Workers should not attempt to investigate a suspected cyber incident through a system that may be compromised.
	Field
	Organisation entry

	Approval questions
	[Contact and channel]

	Privacy, security or incident reporting
	[Urgent and non-urgent contacts]

	WHS, workload or wellbeing concerns
	[Contact, HSR or reporting channel]

	Confidential concern / grievance
	[Alternative or anonymous channel if available]



6. Monitoring and policy breaches
Any monitoring must be lawful, proportionate, secure and consistent with applicable privacy, surveillance, consultation and workplace requirements. The organisation should explain what is monitored, why, how information is used and who can access it, unless a lawful exception applies.
A suspected breach will be assessed on its facts using a fair process. The worker should be told the concern and given a reasonable opportunity to respond, with access to representation or a support person where applicable. Outcomes may include guidance, access changes, training, corrective action or disciplinary action. Dismissal and summary dismissal are not automatic and depend on the facts and applicable law, awards or enterprise agreements, contracts and policies. Obtain workplace-relations or legal advice before serious disciplinary action.


7. Worker acknowledgement
By signing, I acknowledge that I received and had an opportunity to ask questions about this policy. I understand that approval applies only to the stated tools, accounts, settings and purposes; that I remain responsible for checking work produced with AI; and that I must promptly report concerns or incidents. My acknowledgement does not remove any workplace right or obligation.
	Field
	Organisation entry

	Worker name
	[Enter full name]

	Role / business area
	[Enter role and team]

	Policy version received
	[Version and date]

	Questions or agreed support
	[Record any question, accessibility need, training or follow-up]

	Worker signature / date
	[Signature] — [DD/MM/YYYY]

	Manager / witness / date
	[Name and signature if required by organisation process]



Approval and review
	Field
	Organisation entry

	Approver and role
	[Enter name and role]

	Approval date
	[DD/MM/YYYY]

	Conditions or actions
	[Enter any conditions, actions, owners and dates]

	Next review date
	[DD/MM/YYYY, or review trigger]



Australian context and sources
Use these sources as a starting point. Check current Commonwealth, state or territory laws, regulator guidance, industrial instruments, contracts and organisation-specific requirements that apply to your workplace.
National AI Centre — Guidance for AI adoption: implementation guidance
OAIC — Guidance on privacy and the use of commercially available AI products
Safe Work Australia — Artificial intelligence and digital technologies
Fair Work Ombudsman — Unfair dismissal
Fair Work Ombudsman — Managing underperformance
Important notice
This editable sample template is provided by Workplace AI Governance for general educational and guidance purposes only. It is a starting point and does not constitute legal or professional advice, certification, or proof of compliance with applicable laws or regulations. Review and adapt it for your organisation's operations, workforce, applicable laws, regulatory requirements and specific workplace risks, and seek independent professional advice where appropriate. Responsibility for the accuracy, suitability, implementation and ongoing review of the completed document remains with the organisation using it.
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